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ABSTRACT
Semantic Segmentation (SS) is critical for autonomous vehicles to navigate

off-road environments by identifying drivable terrain. Although models like
ResNet34+UNet and EfficientViT have been proposed for these tasks, their suscepti-
bility to localized adversarial patches in unstructured environments remains under-
researched. This paper presents a comprehensive robustness evaluation of six real-
time SS architectures, including the state-of-the-art YOLOv11 and YOLOv12 seg-
mentation variants against five diverse adversarial patch schemes. Our experi-
ments, conducted on a modified YCOR dataset, demonstrate that EfficientViT is the
most resilient architecture, maintaining high accuracy with minimal performance
degradation. In contrast, single-stage models like YOLOv11n-seg exhibit signifi-
cant vulnerability, with pixel accuracy drops reaching 26.55%. We also show how
decreases in overall segmentation accuracy impact the segmentation models’ abil-
ity to discern traversable terrain from non-traversable terrain.

Citation: C. Salas, M. Pesé, B. Li, J. Smereka, L. Cheng, "Evaluating the Robustness of Segmentation
Models Against Adversarial Patches in Off-Road Environments," In Proceedings of the Ground Vehicle
Systems Engineering and Technology Symposium (GVSETS), NDIA, Novi, MI, Aug. 11-13, 2026.

1. INTRODUCTION

Autonomous vehicles (AVs) operating in
off-road environments rely heavily on Se-
mantic Segmentation (SS) to identify driv-
able terrain and navigate safely. To meet
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the demand for real-time inference in these
complex environments, researchers have
deployed various classes of SS architec-
tures. These include conventional encoder-
decoder networks that yield pixel-wise pre-
dictions (such as ResNet34+UNet [1]),
Transformer-based models designed for high-
resolution, low-latency predictions (like Effi-
cientViT [2]), and single-stage models (such
as YOLOv11 [3] and YOLOv12 [4]). Unlike
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traditional architectures, single-stage models
use a single neural network to predict bound-
ing boxes and class probabilities for objects
in a given scene simultaneously. With the in-
creased use of object recognition and seman-
tic segmentation models comes an increase
in the potential for adversaries to take ad-
vantage of these systems for their own ma-
licious exploitations. One common attack
against these CV models is adversarial per-
turbations in the form of a localized patch
[5] [6] [7]. While the threat of adversar-
ial patches is well-documented, existing re-
search overwhelmingly focuses on structured
on-road environments. This leaves a severe
gap in our understanding of off-road AV secu-
rity. Unlike on-road environments, off-road
navigation lacks structured visual cues and
depends almost entirely on pixel-level terrain
classification. Consequently, localized ad-
versarial patches optimized for off-road SS
models have the potential to maliciously alter
a vehicle’s perception of traversable terrain,
leading to catastrophic navigational failures.

The work presented in this paper aims
to address the research gap in understanding
how adversarial patches can affect segmen-
tation models in off-road environments. To
the best of our knowledge, this paper would
present the first extensive look at how adver-
sarial patches can impact off-road driving en-
vironments and their effect on various CNN-
based and Transformer-based semantic seg-
mentation models. This work answers the
following key research questions. RQ1: How
robust are proposed real-time semantic seg-
mentation models for off-road environments
to adversarial patches? RQ2: Which adver-
sarial patch optimization schemes are the seg-
mentation models most vulnerable to? RQ3:
How does the performance of state-of-the-art
single stage segmentation models compare to
other proposed models?
Our main contributions are as follows:

1. We perform a comprehensive robustness
evaluation across six distinct segmen-
tation model architectures against five
distinct adversarial patch optimization
schemes.

2. We reveal how adversarial patches
uniquely threaten off-road autonomous
navigation by explicitly degrading the
model’s ability to discern traversable ter-
rain from non-traversable terrain, fun-
damentally blinding the vehicle’s path-
finding systems.

2. BACKGROUND AND RELATED
WORKS

2.1. Segmentation Models

Long et al. [8] paved the way for many mod-
ern SS models by demonstrating that Fully
Convolutional Networks (FCNs) could be
used to outperform the state-of-the-art in SS
at the time. YOLO [9] is a FCN-based ob-
ject detection model that uses a single neural
network to predict bounding boxes and class
probabilities for objects in a given scene. An
official YOLO model that supports segmenta-
tion was released with YOLOv5 [10] and has
undergone continuous improvements over the
years, culminating in the recent release of
YOLOv12 [4].

Most existing research on SS models fo-
cuses heavily on structured on-road envi-
ronments, optimizing architectures for pre-
dictable visual cues like lane markings, paved
surfaces, and standardized traffic infrastruc-
ture. In contrast, significantly less atten-
tion has been given to off-road environ-
ments, which are characterized by unstruc-
tured terrain sparse landmarks, and highly
varying vegetation. To address this gap,
researchers have recently proposed models
specifically tailored for these challenging
conditions. ResNet34+UNet was first pro-
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Table 1: Adversarial Patch Scheme Comparison

Adversarial Scheme White-Box Black-Box Data- Uses
Optimization Transfer Free EOT

LaVAN [5] ✓ ✗ ✗ ✗

DiAP [11] ✓ ✓ ✓ ✗

Patch-Wise [12] ✓ ✓ ✗ ✗

SemSegAdv [13] ✓ ✓ ✗ ✓

AdvTransfer [14] ✓ ✓ ✗ ✓

posed by Rahi et al. [1] as a suitable SS model
to identify off-road traversable terrain in real-
time. Furthermore, Pickeral et al. [2] demon-
strated how the EfficientViT architecture can
be utilized to make real-time inferences in
off-road environments.

2.2. Adversarial Examples for Au-
tonomous Vehicle Perception
Modules

Extensive research has been done on how ad-
versarial examples can be optimized to af-
fect various computer vision (CV) tasks such
as image classification and object detection.
Generally, these adversarial attack method-
ologies can be classified into two primary
categories based on the attacker’s knowledge
of the victim system: white-box attacks and
black-box attacks. In a white-box setting, the
adversary has complete knowledge of and ac-
cess to the target model, including its archi-
tecture, trained weights, gradients, and of-
ten the training data, allowing for direct op-
timization of the patch. Conversely, in a
black-box setting, the attacker lacks direct ac-
cess to the model’s internal parameters; in-
stead, they must generate patches using data-
independent methods or by optimizing per-
turbations on a known surrogate model with
the expectation that the attack will transfer to
the unseen victim model.

Early localized adversarial perturbations
primarily operated under white-box assump-

tions. Adversarial examples in the form
of localized patches aimed at fooling image
classifiers were first presented in Brown et
al. [6]. Later, Eykholt et al. [15] demon-
strated how adversarial stickers can be placed
on traffic signs to fool Deep Neural Networks
(DNNs) in real-world, safety-critical scenar-
ios. Treu et al. [16] present the first adver-
sarial example based method targeting human
instance segmentation by generating adver-
sarial textures based on fashion style images.
The resulting adversarial textures are effec-
tively able to make a person invisible to the
detection networks.

DAG (Dense Adversary Generation) [17]
presented one of the first novel loss functions
for creating visually imperceptible perturba-
tions that target semantic segmentation and
object detection. While DAG focuses on per-
image adversarial perturbations, [18] extends
the threat model by demonstrating the via-
bility of image-agnostic, universal perturba-
tions. LaVAN (Localized and Visible Ad-
versarial Noise) [5] presents one of the earli-
est iterations of localized adversarial pertur-
bations in the form of a patch that can be
used to fool image classifiers. Their method-
ology focuses on creating visible patches that
only take up roughly 2% of the image area.
LaVAN is considered a white-box attack be-
cause it requires full knowledge of the vic-
tim model in order to optimize using gradi-
ent descent. Patch-Wise [12] uses a novel
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optimization algorithm that focuses on patch
regions rather than individual pixels. To
maximize the perturbation’s impact across
these regions, the method proposed by Gao et
al. [12] utilizes the full gradient access of the
victim model to iteratively update the patch,
strictly implementing it as a white-box attack.

To move beyond purely digital pertur-
bations and ensure patches remain effective
when printed and captured by physical cam-
eras, researchers must introduce specialized
optimization techniques. Addressing this
need, Rossolini et al. [19] and Nesti et al. [13]
present a novel loss function to optimize ad-
versarial patches that target SS models and
are physically realizable. The novel loss
function is first proposed for un-targeted at-
tacks in [13] and then later extended for tar-
geted attacks in [19]. We refer to patches op-
timized using this method in our experiments
as SemSegAdvPatch. SemSegAdvPatch is a
white-box attack that trains on a surrogate
model, but is evaluated as a black-box attack
that can be transferred to unseen victim mod-
els deployed on physical autonomous vehi-
cles after optimization in [19].

Continuing the focus on cross-model
transferability, Shekhar et al. [14] present a
simplified loss function to optimize adversar-
ial patches. Patches generated using the loss
function presented by [14] are referred to as
AdvTransferPatch in our experiments. Ad-
vTransferPatch is a white-box attack for the
patch generation step, but once generated on
a surrogate model, the patch can be used as a
black-box attack on victim models it has not
seen. Zhou et al. [11] present DiAP (Data
Independent Adversarial Patch), a black-box
patch optimization strategy that does not re-
quire the attacker to have access to any of the
model training data. DiAP targets the fea-
ture extractors of pretrained, publicly avail-
able models to create a patch that is opti-
mized specifically for the target model. Ta-
ble 1 gives an overview of the five patch opti-

mization algorithms that we evaluated in this
paper.

2.3. Adversarial Perturbation Defenses

Defending against localized adversarial
patches generally falls into two categories:
adversarial training and patch detection.
Adversarial training, as proposed by Ku-
rakin et al. [20], involves directly training a
model on adversarial perturbations to make
it more robust towards them. It is limited
in its application because it requires the
victim model to have prior knowledge of the
adversarial examples that an attacker will be
using in order to train against them.

As an alternative to adversarial training,
researchers have explored various patch
detection and masking techniques. For
image classification tasks, Li et al. [21]
proposed Random-Local-Ensemble (RLE)
to detect and reject patched inputs before
classification. For semantic segmentation
models, Yatsura et al. [22] introduced De-
masked Smoothing, a certifiable defense that
masks different parts of the input to provide
theoretical guarantees against patches up to a
predefined size.

Most adversarial patch defense methods,
such as those proposed by [21] and [22] intro-
duce an increase in latency to model predic-
tions in exchange for a more robust analysis.
From an autonomous vehicle perspective, this
latency increase is often unacceptable due to
potential critical safety consequences. To ad-
dress these real-time constraints within au-
tonomous vehicle semantic segmentation, a
representative defense strategy is proposed
by Rossolini et al. [19] known as the Fast
Patch Detection Algorithm (FPDA). FPDA
works by identifying and counting the pres-
ence of over-activated internal features which
are common when adversarial patches are
present.
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2.4. Adversarial Perturbation Evalua-
tions Against Segmentation Mod-
els

While adversarial patches have been ex-
tensively evaluated against standard image
classifiers, comprehensive studies targeting
the vulnerabilities of semantic segmentation
models remain limited. Among the existing
literature, Wang et al. [23] presented an in-
depth evaluation of how the performance of
SS models can be negatively impacted by ad-
versarial patches from an aerial perspective.
Several of the adversarial patch optimization
schemes analyzed in our study were initially
evaluated by [23] against SS models within
this aerial context. Specifically, their evalu-
ation assessed the robustness of several dis-
tinct architectures, including BSNet, MANet,
AFNet, SSAtNet, and MDANet.

However, the original five SS models in
[23] were not evaluated as real-time infer-
ence models. Because their work focuses on
parameter-heavy models that typically have
longer inference times, those findings do not
perfectly translate to the strict real-time con-
straints of autonomous ground vehicles. Fur-
thermore, a significant research gap remains
regarding how adversarial attacks affect se-
mantic segmentation models deployed specif-
ically in off-road autonomous driving scenar-
ios. Deoli et al. [24] evaluates the robustness
of off-road autonomous driving segmentation
against Projected Gradient Descent (PGD) at-
tacks [25] with L2 and L∞ upper-bounds.
Each of these attacks are perturbations made
to the entire image and do not abide by the
same localization and spatial constraints as
adversarial patches. The most common attack
goal for adversarial patches in autonomous
vehicles is how they can affect the percep-
tion of various traffic signs [26]. This threat
is unique to on-road environments and not as
applicable to off-road environments that do
not have such traffic signs.

3. THREAT MODEL

For an off-road autonomous vehicle that uti-
lizes semantic segmentation in its navigation
system, the main goal of an adversarial patch
should be to affect the vehicle’s perception of
the trail or drivable area.

3.1. Patch Optimization Assumptions

In this work, we tested five different adversar-
ial patch optimization schemes (LaVAN [5],
Patch-Wise [12], DiAP [11], SemSegAd-
vPatch [13], and AdvTransferPatch [14])
across various segmentation models. A com-
mon assumption across all five of these tech-
niques is access to the victim model. The as-
sumption is that the attacker will have access
directly to the victim model, or to a surrogate
model with equivalent architecture to the vic-
tim model. Because they require this level of
access, all five methods fundamentally oper-
ate under white-box optimization principles.

While these methods rely on white-box
access during the generation phase, prior re-
search indicates that patches optimized via
DiAP, SemSegAdvPatch, and AdvTransfer-
Patch exhibit strong cross-model transferabil-
ity. Consequently, once generated, these
patches can be deployed as black-box attacks
against unseen victim models.

Beyond victim model access, these opti-
mization schemes vary in their specific train-
ing data requirements. For LaVAN, Sem-
SegAdvPatch, Patch-Wise, and AdvTransfer,
the attacker must have access to both the SS
model they are attacking and the dataset on
which it was trained. DiAP stands out from
the others because it uses a dataset indepen-
dent approach that only needs access to the
victim SS model architecture. With these dif-
ferences kept in mind, it is worth noting that
all patches optimized in our experiments op-
erate under a white-box setting where the at-
tacker has access to the custom trained victim
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Figure 1: Robustness Evaluation of Segmentation Models

model, as well as the dataset it was trained on.

3.2. Systems Perspective

From a systems level perspective we assume
that the attacker has the ability to inject digital
adversarial patches into the victims camera
feed. This assumption aligns with recent re-
search demonstrating that attackers can com-
promise over-the-air (OTA) update mecha-
nisms or implant malware to execute runtime
stealthy perception attacks, which covertly
modify camera image frames before they
reach the deep neural network [27]. By exe-
cuting a video injection attack, the adversary
bypasses the physical camera sensor entirely,
feeding manipulated digital content directly
in the perception pipeline.

In our evaluations, these digital patches
are injected in a fixed position at the cen-
ter of the benign image. The attacker does
not need to deploy the patches in the physical
environment, as such physical patch deploy-
ment requires generating high-quality printed
patches and predicting the target vehicle’s ex-

act driving path for effective placement.

4. METHODOLOGY

Figure 1 provides a comprehensive overview
of our experimental pipeline, detailing the
four primary stages of our evaluation. In
this section, we evaluate five diverse adver-
sarial patch optimization schemes against six
real-time segmentation models spanning hy-
brid CNN, Vision Transformer, and single-
stage architectures. To evaluate the effect of a
patch on a segmentation model, we measure
the percent of unperturbed pixels that are mis-
classified compared to the ground truth clean
prediction. We specifically focus on pixels
located entirely outside the patched region.
This spatial evaluation approach adapts the
methodology established by Nesti et al. [13],
who similarly isolated model degradation by
computing the mean Intersection over Union
(IoU) exclusively on regions outside the ad-
versarial patch.
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4.1. Experimental Setup

To systematically evaluate the robustness of
the proposed SS models in off-road envi-
ronments, our experimental setup follows
the four-stage pipeline illustrated in Figure
1. First, we train the selected segmenta-
tion models on the modified YCOR dataset
(Step 1). Next, we optimize five adversarial
patches (LaVAN, SemSegAdvPatch, Patch-
Wise, DiAP, and AdvTransferPatch) directly
on the trained model weights (Step 2). We
then evaluate the performance of the selected
models when these optimized patches are in-
troduced to images from the validation split
of the modified YCOR dataset (Step 3). Fi-
nally, we isolate and compare the specific ef-
fect of these patches on the models’ ability
to accurately predict traversable classes (Step
4). As part of this final evaluation, we also
vary the size of the most devastating patch
for each model to mirror the setup used in an
earlier on-road evaluation study provided by
Rossolini et al. [19], to provide a direct com-
parison of our off-road results against estab-
lished on-road results.

4.2. Dataset Description

To execute the training and evaluation phases
of our pipeline (Steps 1 and 3), we utilized
the modified YCOR dataset, first provided
by Rahi et al. [1]. The dataset contains
eight segmentation classes: Unlabeled, Back-
ground, High Vegetation, Traversable grass,
Traversable trail, Obstacle, Sky, and Puddle.
The main modifications made to the origi-
nal YCOR dataset by [1] were re-annotating
mislabeled images, class reduction, data ad-
dition, and data preprocessing and augmen-
tation to achieve a more balanced representa-
tion between drivable classes and obstacles.
Notably, this is the same dataset originally
used to train the hybrid ResNet34+UNet ar-
chitecture proposed in [1] for off-road envi-

ronments. The modified YCOR dataset con-
tains a total of 15,414 image and label pairs.
1,541 image and label pairs were used for the
validation set. 13,873 image and label pairs
were used for the training set. To prevent
overfitting, an early stopping mechanism was
employed during the training phase. Train-
ing convergence was reached, and the process
was halted, if the model’s performance on the
validation set showed no improvement for 10
consecutive epochs. Table 2 details the num-
ber of instances for each segmentation class
in the training and validation splits.

4.3. Victim Segmentation Models

To give a fair comparison of how various
adversarial patches can affect segmentation
models, we chose to evaluate their effects
on six different models. The chosen models
were ResNet34+UNet [1], EfficientViT
[28], YOLOv11n-seg, YOLOv11s-seg [3],
YOLOv12n-seg, and YOLOv12s-seg [4].
ResNet34+UNet for off-road SS was first
proposed and evaluated by Rahi et al. [1].
ResNet34+UNet deploys a conventional
encoder-decoder CNN architecture by utiliz-
ing ResNet [29] as its encoder and UNet [30]
as the decoder that yields dense pixel-wise
predictions.
EfficientViT is a Vision Transformer based
segmentation model first proposed by Cai et
al. [28]. Its feasibility for real-time inference
in off-road scenarios was subsequently
validated by Pickeral et al. [2]. EfficientViT
is a hybrid CNN-Vision Transformer model
that is designed to make high resolution
predictions with very low-latency.
YOLOv11/12(n/s)-seg are single stage
detectors that deploy a CNN backbone with
a segmentation head.
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Class Total dataset Train split Val split

Total images 15414 13873 1541

unlabeled 962 867 95
background 6174 5534 640
high_vegetation 12627 11377 1250
traversable_grass 8649 7776 873
smooth_trail 12003 10799 1204
obstacle 2557 2275 282
sky 7357 6613 744
puddle 257 231 26

Table 2: Number of images in which each semantic class appears for the full modified YCOR dataset, and
the train and validation splits, along with the total number of labeled images in each split.

4.4. Adversarial Patch Methods

During the patch optimization phase (Step 2),
we optimize five selected adversarial patch
schemes (LaVAN, SemSegAdvPatch, Patch-
Wise, DiAP, and AdvTransferPatch) specif-
ically for each victim model. For the sub-
sequent evaluation phase (Step 3), we also
introduce a baseline un-optimized "Dum-
myPatch" to compare against the optimized
patches. Figure 2 provides a side-by-side vi-
sualization of each patch used in our exper-
iments. LaVAN is a localized, visible patch
that can fool a classifier even when placed
outside of the main object region [5]. Sem-
SegAdvPatch utilizes a novel Expectation
over Transformation (EOT) formula to opti-
mize itself for SS models [13]. Patch-Wise
focuses on creating pixel-wise noise so that it
has strong transferability [12]. DiAP crafts
data-free patches without the need for the
model’s training set [11]. AdvTransferPatch
refers to the patch presented by Shekhar et
al. [14] that focuses on cross-model transfer-
ability. The optimization problem for gen-
erating an adversarial patch δ across all five
schemes can be described by the following

general formulation:

min
δ

Ex∼D,t∼T
[
Ladv

(
f(A(x, δ, t)), y

)
+ λLreg(δ)

]
(1)

Where:

• f : The target deep neural network.

• E: The expected value computed across
the sampled distributions.

• D: The data distribution from which
clean input images x are sampled.

• T : The distribution of transformations t
applied to the patch to ensure robustness
(e.g., Expectation over Transformation).

• A(x, δ, t): The application function that
applies patch δ to input x under transfor-
mation t.

• y: The label (ground truth for untar-
geted, target class for targeted).

• Lreg: Regularization term (e.g., Non-
Printability Score, Total Variation).

The specific adversarial loss term Ladv

varies by the implemented patch optimization
scheme.

Evaluating the Robustness of Segmentation Models... Page 8 of 16



(a) LaVAN (b) DiAP (c) Patch-Wise

(d) SemSegAdv (e) AdvTransfer (f) Dummy

Figure 2: Six Different Patches Used in Evalua-
tion (Optimized for YOLOv12n-seg)

4.5. Implementation Details

Each patch used in our experiments was opti-
mized specifically for the model it was eval-
uated on. To determine the initial vulnera-
bility of each model, all generated patches
were given fixed dimensions of 90x90 pixels
and were optimized in an equivalent manner
across each model. Input images are resized
to 640x640 pixels for evaluation, so patch
regions cover approximately 2% of the to-
tal image area. The optimized patches are
placed in the center of a scene from the mod-
ified YCOR validation set. This static place-
ment was chosen because the off-road trail
scenes in the YCOR dataset predominantly
converge toward the center of the camera’s
perspective. Our dataset analysis confirms
this strategic placement, revealing that a fixed
90x90 pixel central patch successfully over-
lays traversable terrain classes in 66.51% of
the validation images, serving as a highly effi-
cient attack vector that effectively affects the
vehicle’s perception of the drivable area with-
out the need for complex dynamic placement
algorithms.

Once all patch schemes were evaluated,
we assessed how the most devastating patch
for each model degraded its ability to dis-

cern traversable from non-traversable classes.
Subsequently, we performed an additional
evaluation with these specific patches, dy-
namically scaling the patches to relative
area thresholds of 2.15% (Small), 3.81%
(Medium), and 8.58% (Large) to directly
compare our results with earlier on-road eval-
uations conducted by Rossolini et al. [19].
Clean predictions of the validation images are
used as the ground truth prediction to com-
pare the patched image predictions against.

(a) Clean Image (b) Patched Image

Figure 3: Clean Image Vs Patched Image

4.6. Evaluation Metrics

Similarly to the accuracy measurement tactic
presented in [13], we focus on the accuracy
at the pixel level of the segmentation predic-
tions that occur outside the patch region. We
report the percent of pixels accurately seg-
mented in the non-patch region across clean
images and patched images, and then mea-
sure the accuracy drop percent between the
two. It makes more sense to measure the
degradation of pixel accuracy that takes place
outside of the patch region since the patch it-
self would be considered out-of-distribution
data, and is already prone to low prediction
accuracy in SS models. Figure 3 shows an
example of how adversarial patches were ap-
plied to the scene for evaluation.
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Table 3: Inference speed and resource usage for all evaluated models at 544× 1024 resolution. All models
are evaluated in FP32. Results are averaged over 200 timed iterations on a single Nvidia V100 GPU.

Model Time (ms) FPS Params (M) Mem (MB)

ResNet34+UNet 12.30 81.3 24.44 329.9
EfficientViT-b0 4.65 215.3 0.71 65.0
YOLOv11n-seg 8.20 121.9 2.84 67.4
YOLOv11s-seg 9.00 111.1 10.07 135.9
YOLOv12n-seg 11.96 83.6 2.81 94.4
YOLOv12s-seg 12.32 81.2 9.77 160.6

5. RESULTS

5.1. Baseline Performance and Viabil-
ity

Traditional semantic segmentation models
such as ResNet34+UNet and EfficientViT
have been proposed as viable models for
off-road AV scenarios. YOLO segmenta-
tion variants should also be considered as
viable segmentation models for time sensi-
tive AV off-road scenarios. Through our
evaluations, YOLOv11n-seg, YOLOv11s-
seg, YOLOv12n-seg, and YOLOv12s-seg all
showed a high prediction accuracy of above
90% on clean images. We evaluated the in-
ference speed of all YOLO models used in
our evaluations compared to the other two
SS models to show their feasibility as real-
time SS models that can be used in AV en-
vironments. Table 3 shows a direct compar-
ison of inference speed, FPS, number of pa-
rameters, and peak GPU memory usage be-
tween the models. From this evaluation, we
can see that YOLOv11 and YOLOv12 seg-
mentation models demonstrate comparable
inference speeds to other proposed SS mod-
els. YOLOv11n-seg, YOLOv11s-seg, and
YOLOv12n-seg all demonstrated faster infer-
ence speeds compared to ResNet34+UNet.
YOLOv11n-seg had the fastest average infer-
ence time at 8.20 ms.

5.2. Overall Vulnerability and Pixel Ac-
curacy Degradation

Building upon the clean baseline perfor-
mance and real-time viability established
in Section 5.1, we evaluated the security
impact of the optimized adversarial patches.
To isolate the effect of the adversarial per-
turbations, we measured the percentage of
accurately segmented pixels strictly outside
the patched region. The patch area was
excluded from this metric because localized
adversarial noise would be considered out-
of-distribution data that inherently resists
correct classification. Table 4 details the
pixel accuracy degradation caused by each
adversarial patch scheme across every seg-
mentation model.

When introduced to the optimized
patches, the architectures exhibited stark
differences in their overall robustness. Effi-
cientViT proved to be the most robust model
in our evaluation, experiencing a maximum
accuracy drop of only 3.52% when intro-
duced to Patch-Wise. The ResNet34+UNet
hybrid model demonstrated the second
highest resilience, experiencing its largest
degradation of 8.65% from AdvTransfer-
Patch.

In contrast, the single-stage detectors
exhibited severe vulnerabilities to adversarial
patches. YOLOv11n-seg was the most sus-
ceptible architecture among all the models
we evaluated. Despite its strong baseline
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Table 4: Percent of pixels outside the patch region that are accurately segmented under patch attacks on the
modified YCOR dataset (value in parentheses is the drop vs. clean; ↓ = lower is worse). Largest drops in
pixel accuracy per model are shown in bold. Reworked template from [23].

Patch Attack ResNet34+
UNet

Efficient
ViT

YOLOv11n-
seg

YOLOv11s-
seg

YOLOv12n-
seg

YOLOv12s-
seg

Clean Sample 87.69 96.85 92.88 90.99 95.97 94.35
Dummy Patch 87.01 (0.68↓) 96.23 (0.62↓) 92.27 (0.61↓) 90.40 (0.59↓) 95.03 (0.94↓) 93.72 (0.63↓)
LaVAN 85.59 (2.10↓) 95.81 (1.04↓) 66.33 (26.55↓) 82.87 (8.12↓) 87.13 (8.84↓) 85.79 (8.56↓)
SemSegAdvPatch 85.86 (1.83↓) 96.11 (0.74↓) 88.33 (4.55↓) 73.24 (17.75↓) 91.78 (4.19↓) 75.37 (18.98↓)
Patch-Wise 86.94 (0.75↓) 93.32 (3.53↓) 90.61 (2.27↓) 89.80 (1.19↓) 92.87 (3.10↓) 92.32 (2.03↓)
DiAP 85.47 (2.22↓) 95.05 (1.80↓) 89.52 (3.36↓) 87.78 (3.21↓) 93.81 (2.16↓) 92.62 (1.73↓)
AdvTransferPatch 79.04 (8.65↓) 96.31 (0.54↓) 91.20 (1.68↓) 89.42 (1.57↓) 93.87 (2.10↓) 92.23 (2.12↓)

Table 5: Traversable Class Prediction Accuracy Drop Per Model (Outside Patch Region)

Traversable Grass Traversable Trail

Model Method Clean Patch Drop Clean Patch Drop Avg Drop

YOLOv11n LaVAN 83.88% 57.02% 26.86% 97.15% 52.37% 44.78% 35.82%
YOLOv11s SemSeg 79.28% 58.87% 20.41% 96.05% 52.38% 43.67% 32.04%
YOLOv12n LaVAN 94.85% 70.35% 24.50% 98.29% 89.01% 9.28% 16.89%
YOLOv12s SemSeg 88.84% 55.68% 33.16% 97.72% 59.19% 38.53% 35.85%
ResNet34+UNet AdvPatch 71.80% 81.59% -9.79% 94.73% 88.86% 5.87% -1.96%
EfficientViT P-Wise 95.75% 89.50% 6.25% 99.13% 95.41% 3.72% 4.99%

performance, when introduced to the LaVAN
patch it experienced a catastrophic 26.55%
drop in overall pixel accuracy for this model.
The newer YOLOv12n-seg model demon-
strated improved architectural resilience
compared to its predecessor, limiting its
maximum accuracy drop to 8.84% under an
identical LaVAN patch attack.

5.3. Impact on Traversable Terrain

While overall pixel degradation highlights the
broad vulnerability of these models, the prac-
tical threat to autonomous vehicles lies in
how these errors impact path-finding capa-
bilities. For off-road autonomous naviga-
tion, the primary security concern is the abil-
ity of a perception model to reliably iden-
tify traversable terrain from non-traversable

terrain during an active attack. Table 5 de-
tails the specific impact of the most damag-
ing patch for each model on traversable class
predictions.

The overall accuracy drops observed in
vulnerable models directly translate to poten-
tial critical navigation failures. Under the La-
VAN attack, the accuracy of YOLOv11n-seg
for the Traversable Grass class dropped from
83.88% to 57.02%. Furthermore, its accuracy
for the Traversable Trail class dropped from
97.15% to 52.37%. These results demon-
strate how the localized placement of an ad-
versarial patch fundamentally disrupts the
ability of models to classify traversable ter-
rain across the entire visual scene.
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Model Small (2.15% area) Medium (3.81% area) Large (8.58% area)

Clean Patched Clean Patched Clean Patched
mIoU mAcc mIoU mAcc mIoU mAcc mIoU mAcc mIoU mAcc mIoU mAcc

YOLOv11n 0.731 0.808 0.446 0.633 0.731 0.808 0.361 0.552 0.731 0.809 0.336 0.527
YOLOv11s 0.576 0.665 0.479 0.597 0.576 0.665 0.426 0.556 0.577 0.665 0.338 0.495
YOLOv12n 0.826 0.877 0.612 0.766 0.826 0.877 0.435 0.620 0.826 0.877 0.352 0.537
YOLOv12s 0.740 0.795 0.617 0.710 0.740 0.795 0.544 0.646 0.740 0.795 0.484 0.607
ResNet34UNet 0.564 0.663 0.462 0.619 0.564 0.663 0.514 0.641 0.565 0.663 0.527 0.638
EfficientViT 0.889 0.922 0.798 0.865 0.889 0.923 0.761 0.835 0.890 0.924 0.668 0.770

Table 6: Overall-patch mIoU and mAcc for clean vs. patched evaluations across models and patch sizes.
Patched variants: YOLOv11n: LaVAN; YOLOv11s: SemSegAdv; YOLOv12n: LaVAN; YOLOv12s: Sem-
SegAdv; ResNet34UNet: AdvTransferPatch; EfficientViT: Patch-Wise.

5.4. Off-Road Results Compared to
Prior On-Road Study

Rossolini et al. [19] evaluated universal ad-
versarial patches of varying sizes on se-
mantic segmentation models in on-road en-
vironments, reporting mIoU and mAcc un-
der a standardized evaluation protocol. To
compare our off-road findings to theirs, we
mirrored their relative patch-size settings,
specifically patches covering 2.15% (Small),
3.81% (Medium), and 8.58% (Large) of the
total image area, as outlined in Section 4.5.
However, rather than replicating their on-road
placement strategy, we evaluated each model
under clean and patched conditions using a
single centrally placed patch, which better
aligns with the visual convergence of off-
road trails. Following [19], we report mIoU
and mAcc computed strictly on out-of-patch
pixels so that the observed degradation re-
flects patch-induced misclassification rather
than physical occlusion.

Table 6 summarizes these results for each
model and patch size. Our off-road re-
sults corroborate the main trend reported by
Rossolini et al. for on-road scenes, which
shows that adversarial patches induce a con-
sistent degradation in segmentation perfor-
mance that increases with patch size, even
when evaluation excludes patch pixels.

6. DISCUSSION

Interestingly, in a few special cases, pixel ac-
curacy outside the patch region actually in-
creased upon the introduction of an adversar-
ial patch. As illustrated with EfficientViT in
Figure 4, this anomaly occurs when an ad-
versarial perturbation, in this case AdvTrans-
ferPatch, inadvertently corrects baseline mis-
classifications. A similar phenomenon was
observed when the LaVAN patch was applied
to the ResNet34+UNet hybrid model. In that
instance, the clean model initially misclassi-
fied a large portion of the High Vegetation
class as Traversable Grass, and the introduc-
tion of the patch caused the model to re-
vert this region back to its ground-truth High
Vegetation label. These instances imply that
while these architectures effectively segment
distinct drivable surfaces like dirt trails, they
inherently struggle to visually differentiate
between similar textures, such as traversable
grass and non-traversable high vegetation.

7. LIMITATIONS

Although our evaluations demonstrate the
severe vulnerabilities of single-stage mod-
els in off-road environments, several limita-
tions exist. First, our threat model restricts
patch injection to a fixed central location. A
more sophisticated digital attacker could uti-
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(a) Ground-truth labels (b) Prediction (clean) (c) Prediction with AdvTransfer-
Patch

Figure 4: Comparison of segmentation results for EfficientViT when accuracy increases were recorded.

lize gradient-based search methods to dynam-
ically place the patch over critical naviga-
tional features, likely inducing even higher
pixel accuracy degradation [31] [32]. Sec-
ond, because off-road semantic segmentation
models inherently struggle with domain gen-
eralization [33]; the transferability of these
specific adversarial patches across diverse,
out-of-distribution environments remains an
open question. Third, this work focuses ex-
clusively on attack efficacy in a digital con-
text; the feasibility of physically realizable
patches and the effectiveness of proposed ad-
versarial defense mechanisms, such as Fast
Patch Detection Algorithm (FPDA), were not
investigated and are left for future work.

8. CONCLUSION

In this work, we evaluated the robust-
ness of six unique segmentation models
against five different adversarial patch op-
timization schemes. EfficientViT proved
to be the most robust architecture evalu-
ated, maintaining both the highest clean pre-
diction accuracy (96.85%) and the high-
est resilience against adversarial patches.
While lightweight single-stage models like
YOLOv11-seg and YOLOv12-seg are viable
for real-time off-road navigation due to their

competitive inference speeds, they exhibit a
significantly higher vulnerability to localized
perturbations than hybrid or Transformer-
based models. Specifically, YOLOv11n-seg
demonstrated the least robustness, suffering
a 26.55% accuracy drop when introduced to
the LaVAN patch. YOLOv12n-seg emerged
as a superior alternative to YOLOv11n-seg
for off-road scenarios, offering improved
robustness-to-latency ratios.

Furthermore, this study highlights that
off-road perception systems face unique
risks; unlike on-road models that prioritize
traffic sign recognition, off-road models are
susceptible to attacks that specifically de-
grade the identification of traversable terrain,
such as low vegetation and trails. The ro-
bustness of the segmentation model is crucial
for time-sensitive AV scenarios and should be
heavily considered when deciding on which
model an AV should implement.
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